
Statement of Policy 

Washington University in St. Louis (WashU) is committed to conducting all university activities 

in compliance with all applicable laws, regulations and university policies. WashU has adopted 

this policy to outline the security measures required to protect electronic information systems 

and related equipment from unauthorized use. 

Objective 

To provide management direction and support for the information security program in 

accordance with university requirements, relevant laws and regulations. 

Policy 

Information security is the protection of electronic information from threats in order to ensure 

business continuity for WashU, minimize risks, and maximize university opportunities. 

The Information Security Office (ISO) will manage the information security program at WashU. 

Information security is not the purview of any one functional group.  Cooperation from all 

schools and departments is required to secure the environment and satisfy compliance 

requirements.  The ISO will engage with the schools and departments to support the mission of 

clinical, research and academic excellence by ensuring that the information system assets and 

data is protected at a level commensurate with their classification, sensitivity and criticality of 

information.  The information system assets and data must be consistently and appropriately 

protected, regardless of their stage in the life cycle from origination to destruction. 

The ISO will work with liaisons from WashU departments and schools to develop and maintain 

administrative, technical, and physical safeguards to protect confidentiality, integrity and 

availability of the information systems assets, regulated and confidential information.  Members 

of the workforce are responsible for the information and assets that they receive, store, utilize 

and transmit. The ISO will monitor and review the safeguard measures and controls and will take 

into consideration any changes in the law, industry regulations, technology, WashU policies, 

standards, guidelines and procedures. 
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